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PDXx™ BLUEPRINT: OPTIMIZE DATA EXCHANGE ¢
WITH AWS OUTPOSTS

INTRODUCTION: Data is at the center of the digital economy. Companies that are able to monetize data or harvest intelligence from data are capturing more market share than their peers. Traditional IT architectures
are performance-constrained, exhibit higher total cost of ownership, struggle to maintain compliance and cannot easily integrate data analytics into workflows. For many organizations, modernization begins with the
journey to the cloud. Challenges like unlocking access to data and maintaining compliance can still exist. To address those challenges, AWS has introduced Outposts™ to allow for on-premise deployments of AWS
cloud capabilities. This solution, when coupled with a Data Hub can reduce complexity, accelerate Hybrid-IT adoption, and integrate new data-driven business capabilities in centers of data exchange.
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SOLUTION

STEP 1 IMPLEMENT DATA STAGING/
AGGREGATION

0 Distributed Localized Hybrid-IT Capabilities

—— —

ACTION

Implement AWS Outposts on Data Hub in centers of data
exchange
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Select Outposts based on workload profile
Deploy Outposts at centers of data exchange
Solve global coverage and capacity needs

OUTCOME

+ Consistent global implementation

+ Accelerate Hybrid IT capabilities
+ Reduce execution risk

STEP 2 INTEGRATE PUBLIC/PRIVATE
DATA SOURCES

Reduced Storage Regionalized Data
Integration Complexity Storage for Compliance

ACTION

Directly intferconnect Data Hub to AWS and to local or
third-party infrastructure
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Implement data exchange between users, things, networks and clouds
Operate deployments as a seamless extension of global infrastructure
with consistent experience, security and resiliency

Validate interconnection capacity, performance and destinations

OUTCOME

+ Achieve optimal data storage price/performance

+ Reduce complexity of integrating traditional storage with cloud

+ Securely integrate data provider ecosystems and minimize data
compliance risk

STEP 3 HOST DATA AND ANALYTICS
ADJACENT TO NETWORK
INGRESS/EGRESS

e Distributed Data Analytics
——  —

ACTION

Distribute business intelligence and connect global data
ecosystems with locally-hosted AWS analytics tools
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Enable data processing, analytics, and streaming capability at global
points of business presence

Accelerate development of new business capabilities by leveraging
the AWS Outposts roadmap to rapidly infroduce new analytics fools at
centers of data exchange

OUTCOME

+ Reduce IT vulnerability points and improve security posture
+ Deploy telemetry and apply policy at points of ingress/egress
+ Reduce operational complexity and simplify infrastructure management
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STEP 1: IMPLEMENT DATA STAGING/AGGREGATION

STEP 1 IMPLEMENT DATA STAGING/
AGGREGATION

o Distributed Localized Hybrid-IT Capabilities

——  —

Implement AWS Outposts on Data Hub in centers of data
exchange
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+ Select Outposts based on workload profile
+ Deploy Outposts at centers of data exchange
+ Solve global coverage and capacity needs

OUTCOME

Consistent global implementation

Accelerate Hybrid IT capabilities
Reduce execution risk

DATA HUB
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Local Gateway

1. Deploy centers of data staging in key locations, selecting for both current and future capacity needs and global business coverage

2. Prepare legacy Data Lakes fo store raw data for analysis and curation by data scientists
3. Enable Data Warehouse for business professionals to use refined data
4. Strictly control access to high value and sensitive enterprise data; monitor and log activity

5. Integrate AWS Outpost with foundational data services
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STEP 2: INTEGRATE PUBLIC/PRIVATE DATA SOURCES

STEP 2 INTEGRATE PUBLIC/PRIVATE
DATA SOURCES

Reduced Storage Regionalized Data
Integration Complexity Storage for Compliance

Directly intferconnect Data Hub to AWS and to local or
third-party infrastructure
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+ Implement data exchange between users, things, networks and clouds

+ Operate deployments as a seamless extension of global infrastructure
with consistent experience, security and resiliency

+ Validate intferconnection capacity, performance and destinations

OUTCOME

Achieve optimal data storage price/performance

Reduce complexity of integrating traditional storage with cloud
Securely integrate data provider ecosystems and minimize data
compliance risk
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1. The Core Switching infrastructure terminates connectivity info the Data Hub and enables access fo the cloud and other data

sources by direct high-performance interconnection

2. Additional connectivity is provided by use of software-defined on-ramps such as Service Exchange™

3. Other data sources can be cloud storage, 1aaS environments, SaaS environments, or other remote Data Hubs
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STEP 3: HOST DATA AND ANALYTICS ADJACENT
TO NETWORK INGRESS/EGRESS

STEP 3 HOST DATA AND ANALYTICS
ADJACENT TO NETWORK
INGRESS/EGRESS

e Distributed Data Analytics
v

Distribute business intelligence and connect global data
ecosystems with locally-hosted AWS analytics tools
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o Daalake D awenose
|| B | [ Gt |11 [emenpma| [ e
E Storage Data Access i E Storage A(r?la_;; ;s
i Data Insight Governance i E ;?:Ipl\f;lli':?r?g
NS --------. N N —
1 1]

Core Networking

Core Core
Switching ——  Switching

[ |
| |
I

H“ Data Hub Security Outposts Outposts  _
| Networking |_ _| Neworking
PS PS

Device Device

Local Gateway

| EC2 Subnet

Reduce IT vulnerability points and improve security posture

Deploy telemetry and apply policy at points of ingress/egress
Reduce operational complexity and simplify infrastructure management

+ Enable data processing, analytics, and streaming capability at global
points of business presence
+ Accelerate development of new business capabilities by leveraging
the AWS Outposts roadmap to rapidly infroduce new analyfics tools at
centers of data exchange

DATA HUB

Data Warehouse

Refined Data

- T T T T T T s s T s s = \
_________ | Data Lake |
( b | |
: Cloud ) : Raw Data Curated I
I Services ] | Collection Data :
I ! I I
: : : Storage Data Access | |
I ! I :
: : : Data Insight Governance | |
I ! Vooooocooo :
| |
| |
| |
| |

|
I
I
I
I
I
I
I
I
.
)

Data Hub Security

\

|
: |

|
; | IPS IPS !

- ; I
: ! | IDS IDS |

. ! |
. : , . |
. . : Firewall Firewall |
: ' N I |

Service Exchange

v - R T
. : : Core Networking [
. ' |
. ' | I
' ' ! Core Core I
: : Switching ——  Switching :
' I

p=

|
|
. |
Collection Staging :
OLAP !
Storage Analysis :
Reporting :
and Mining |
Outposts Outposts |
Networking |_ _| Neworking
Device Device

1. Deploy cloud-native applications locally in centers of data exchange

-~

-~

Local Gateway

B -

2. Deploy proprietary business applications adjacent to foundational data services

3. Enable high-performance databases and other services for real-time analytics

4. Accelerate development of machine learning, graphics intensive, and other compute-bound workloads
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TARGET STATE ARCHITECTURE

Summary
Digital Transformation is forcing Enterprise IT to re-architect

towards a decenftralized global infrastructure delivery model. DATA HUB
The combination of PlatformDIGITAL® and AWS Outposts
capabilities enable enterprise customers to implement AWS
hybrid environments, solve hybrid data integration, optimize P . :’ Data Lake } :’ Data Warehouse '.
data exchange and implement unified analytics at centers | ol : | | Raw Data Curated E | | Refined Data Staging i
of data exchange globally. The strategy brings the users, I | R e ' Sotiecton !
. I ' I Storage DataAccess = | | Storage OLAP I
networks, systems and conftrols to the data, which removes : : ! ! Analysis | |
' eportin |
barriers of data gravity to scale digital business. : i | | Datansight Govemance | 1 | alidpM';ingg !
| N e e e e e e = =~
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The Optimize Data Exchange with AWS Outposts Blueprint ! : I
is a companion to the Optimize Data Exchange Blueprint. o ! | I Outposts Outposts
. . | I'| _| Networking |_ Neworking |
They are part of a library of blueprints and repeatable | IPS IPS ' 7] Device Device | !
. . . | |
implementation patterns that make up the Pervasive | IDS IDS ! :
Datacenter Architecture (PDx™) library. By practitioners, for : | | Firewall Firewall | | || Local Gateway i
. ™ . . : S D e ——=—=- N et N
prachquners, PDx™ was creang by codifying hundreds of Service Exchangs N B i
production deployment combinations to enable companies — = “;;e‘N;t‘o‘kTg‘“ "T)|| | EC2Subnet ) | RDS Subnet | |
' ' r working | I], "Tememm—e=—=" Ve e —— = |
to accelerate deployment and improve precision of their : ' (T N it !
—t | |
infrastructure to scale digital business globally. PDx™ —i- Sw?t‘;ﬁng | chit‘gf}ng : » e ! EMRb B
. | \ ubne ubnet
provides a step-by-step strategy to enable firms as they : e N B it : _:
architect a decentralized IT infrastructure o remove data ______________ ;

gravity barriers and accommodate distributed workflows at
centers of data exchange in support of digital business.
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